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Packets

Do you ever find yourself

between a rock and a hard

place? How about

between two hard and fast

stem requirements? This
month, George finds him-
self with a system that
needs to operate as fast
as possible, and with as
smooth an upgrade to the
hardware and software as
possible. Sounds sticky,
but as always, he makes
his way out of it with only
a few adjustments along
the way.
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LESSONS
FROM THE

TRENCHES

George Martin

Upgrading Using Data

his month, T find
myself caught
between two hard and
fast systems require-
ments. The first requirement is that
the system operate as fast as possible.
The second requirement is that
upgrading the hardware and software
in the field be as smooth as possible.
Sounds familiar, doesn't it?

Let me try to explain the particu-
lars a bit more. My specific system is
a communications system, but the
issues I discuss in this article can eas-
ily apply to almost any embedded sys-
tem. “As fast as possible” is measured
in the response time to user inputs.
Imagine a push-to-talk button that
keys a transmitter. Any delay in
responding to this input will be
noticeable. Another example is going
off hook and getting a dial tone.
Again, any delay here and you will notice.

The upgrade requirements stipulate
that the system operate during an
upgrade. Yes, you read that correctly.
This means that new hardware will
be present in systems with old soft-
ware and vice versa. Also, as new
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hardware and software become avail-
able, new data will flow through the
system. Old software needs to not get
confused by this new data. And, old
and new software need to recognize
and communicate with each other.

To get an idea of what this system
will look like, imagine several sepa-
rate complete systems connected by a
high-speed network. My problems
arise with the data packets that keep
these separate systems talking to each
other. My hardware uses custom
HDLC controllers to ship the data
back and forth, but yours might use
standard 10BaseT hardware. These
data channels are always running,
sending fixed size packets full of data
when data is available and sending
null packets when nothing is avail-
able. The transmit/receive buffer size
can be configured in the HDLC con-
troller. I selected a large buffer size to
place enough data to process in one
pass, one that would hold my largest
packet (or so I thought). And if my
data got larger, I could just split it
between two packets. I realize this
would require more processing time
at the receiving end to piece the data
back together.

Also, I need to be able to share data
and commands with all the units con-
nected to the network, and these
units will be running different ver-
sions of the software. My first
approach was to define a structure for
the packets that went something like
what you see in Listing 1.

The PacketType variable could be
used to identify different data and sta-
tus packets. I even went so far as to
match the layout of the data in the
packets with the data layout in my
memory. This way, I could use memcpy
to move the data in and out of the HDLC
buffers for transmitting and receiving.

SO FAR, SO GOOD

All went well. As in-house develop-
ment progressed and changes were
needed, I was able to modify the
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structures of the data in the packets
and keep on trucking. Soon, I needed
to distribute new code on a running
system. No big deal. I broke the large
code file into chucks that comfortably
fit into the buffers so that there was
little HDLC space wasted. Then, I
needed a new structure for this type
of packet. There were, of course, all
sorts of checksums and other types of
error checking embedded in these
types of packets, but I'm omitting all
of that for this discussion.

So, whenever I had code to transfer,
it just became another type of data
packet, and I slipped in what you see
in Listing 2 every third or fourth
packet. This kept the download mov-
ing and the loss of throughput in the
system is never really noticed. Mind
you, there’s a lot more to loading code
than this, but that’s not the problem
I'm wrestling with today.

Life was good. I was shipping sys-
tems, and changes were frozen except
for defect fixes. Next came a new
interface card. Whenever these cards
were installed a new type of operation
was required and a whole new set of
data needed to be shared. The soft-
ware code version that was in the
field is called Version5-xx. The new
hardware and operating software will
be named Version6-xx.

I designed this Version6-xx software
to operate with the new hardware,
ignoring the upgrade requirements.
While creating Version6-xx, I created
a new packet. This new packet had
just a few minor changes for the new
hardware. But changes they were, so I
created a new structure (see Listing
3).

I took this approach because of a
gut feeling that putting the new data
in a new packet would slow down the
system throughput. The new packet
would have little data and would need
to be inserted as often as the other
packets. Therefore, if I had three regu-
lar packet types before Version6-xx, I
would now have four, or a 25% reduc-
tion in throughput. That'’s the reason
why I designed a new packet type.

BE CAREFUL WHAT YOU
DESIGN FOR

Next, I started testing the procedure
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to upgrade in a full system. I started
with Version5-xx running everywhere,
and as soon as I loaded some of the
new code of Version6-xx a funny
thing happened. Version6-xx could
receive Version5-xx packets, but
Version5-xx couldn’t receive new
Version6-xx packets. At first I was
surprised, but after a few seconds of
careful thought, I realized that this

was in fact the way I designed it to
work. However, it’s not how I wanted
it to work. Oh, well.

The first fix I looked at was putting
only the new data into a new type of
packet. Two problems arose. First, the
new data was tightly coupled with the
old data and separating it out would
destroy all the clever memcpy tech-
niques I was using. Also, the new data

Listing 1—My original approach can be seen in the packet data structure seen here.

Struct FirstDataPacket {

INT16 Datal
INT16 Data?2
INT16 Data3
INT16 Data4
INT16 Datab
INT16 Datab
INT16 Data7

INT16 DataN

// 1 for the first type Idefined

INT16 PacketType;
UINT16 PacketNumber;
INT16 VersionOfMySoftware

}

Listing 2—This program download packet is what | slipped in every third or fourth packet

Struct FirstDataPacket {
INT16 PacketType;
UINT16 PacketNumber;
INT8 Bytel
INT8 Byte?

INT8 Byte3
INT8 Byte4
INT8 Byteb
INT8 Byteb

INT8 ByteN

// 2 for a software download

}

Listing 3—Not much of a change, but nonetheless, a new packet.

Struct FirstDataPacket {

INT16 SlightlyDifferentDatal
INT16 SameOldData?2
INT16 SameOldData3
INT16 SameOldData4
INT16 SameOldDatab
INT16 SameOldData6
INT16 SameOldData7?

INT16 SameOldDataN
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// 3 for this type

INT16 PacketType;
UINT16 PacketNumber;
INT16 VersionOfMySoftware

}
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Listing 4—In this data packet, smaller data types are used.

Struct FirstDataPacket {

}

INT16 PacketType; // 4 for the this type
UINT16 PacketNumber;
INT16 VersionOfMySoftware
INT16 TypeOfDataThatFollows
// 1 means ‘Version numbers’ follow
INT8 LENGTH // 8 bytes of data
INT16 Datal
INT16 Data?
INT16 Data3
INT16 TypeOfDataThatFollows
// 2 means ‘some other information’
follows
INT8 LENGTH // 4 bytes of data
INT16 Datal
INT16 Data?

was small, so putting it in its own
packet would waste 98% of that pack-
et and, thus, slow down system
throughput. The HDLC controller
would pad out the packet with null
packets and take valuable network
time to send them.

The next approach I looked at was
to make the blocks of data in the
packet smaller and give each its own
description (see Listing 4). The benefit
of this approach is that I can add and
subtract data from this packet type.
Old software will not recognize new
types but just keep on looking
through the packet for types that are
recognized. New software can insert
data and receive data without needing
a completely new packet type defined.

But, the overhead for processing
this structure grew dramatically. In
Version5-xx, I just needed a few com-
parisons. If they passed, I got right to
my memcpy routines. In Version6-xx,
I need a test for every type of data I
encounter. Also, the
TypeOfDataThatFollows and
LENGTH flags were overhead in the
buffer. After I made small types of
data, I almost had 50% overhead in
the packets. With these small sizes, I
could easily keep straight what data
was needed between the versions, so
processing was easy but slow.

So now you see the rock and hard
spot I found myself between. I also
had the feeling that if I tried to reach
a balance between these two
approaches I would have the best of
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neither, and the next change would
cause the house of cards to come
crashing down.

YOU JUST MIGHT GET IT

After a couple of days of pondering,
I realized that the only thing missing
was that Version5-xx could not read
Version6-xx packets. If I implemented
that function in Version5-xx, then the
upgrade could proceed. If Version5-xx
could handle the data in the new
packets, then it could extract the data
that it could understand and throw
out the rest. This approach seemed
strange, but as I thought it through, I
couldn’t find any fault with it. In fact,
the routines that process the new
packets were already written in
Version6-xx, so it was just a cut-and-
paste exercise.

The upgrade procedure went as fol-
lows. All units ran Version5-xx soft-
ware with no new hardware present.
Then, I upgraded all units to
Version5-xx software so it understood
Version6-xx software packets. The
units were upgraded with Version6-xx
software next. And, the last step was
installing new hardware. The opera-
tion was a success. There’s a bit to
learn about code size for different
packet types, but the upgrade is easy.

Now, let me tell you the rest of the
story. The customer for this product
is the U.S. Government. During the
installation of a system in the
Pentagon on September 11, 2001, all
of the technicians were killed in the
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terrorist attack. The OEM I'm work-
ing for was generous enough to offer a
replacement system at no cost if the
government approved. The govern-
ment accepted the offer. I rushed
these and other changes into the new
software to help in the installation
and maintenance effort. It’s a small
story, but one I'm happy to have been
a part of. &l
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